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Authentication methods 
 Something you ____ 
 Something you ____ 

 
 
 

 Something you ___ 

 Know / forgot 
 Forgot at home 

o Battery’s dead 
o App crashes constantly 
o Too expensive 

 Watch  
o Mythbusters 
o Minority Report 

 Not supported 



Stories you would (not) believe 
From the archives 



 Discovered by @CrackMeIfYouCan (Korelogic) 
 June 5-6th, 2012 
 Observations 

o Unsalted SHA-1 
o No CSO 
o No (IRT) response 





Security Usability 



PINs from the real world 
(Somewhere not important) Stansted airport, London, UK 



Heatmapping PINs 
Rockyou iPhone Physical Access 

Control System 

RockYou / iPhone data fra http://www.cl.cam.ac.uk/~jcb82/ (Joseph Bonneau ++, University of Cambridge) 
 

Try the @KluZZ version at www.radical.org/pinmap (clientside!) 



How did you...? 
Social engineering #FTW 



(Abusing) Password History 
May be bad for you. 



Passphrases #2 



Passphrases #2 



Password Policy Insanity 



Headshot password profiling 
Winner: female redheads Losers: male «Unix Guru» 



Evolution of Practices 

Old Practice 
Bad Pratice 

Current Practice 

Good Practice 

Best Practice 

Next Practice? 



Best practice = «Be Compliant» 
 PCI-DSS password requirements: 

oMinlen 7 
o Alphanumeric 
o Change every 90 days 
o Auditors not willing to discuss tradeoffs 

 «We’re compliant» equals CRAP? 



Applied Risk Analysis 
(You *really* should crack your passwords!) 



Profiling People/Passwords 
 Specialforces.com 

o Guns & ammo, male audience, «male» passwords 
 Hemmelig.com (.no sex/escort forum) 

oMale / female usernames & passwords 
o Heavy use of sexual words, foul language 

 Can we improve this sort of «profiling»? 



System Generated Passwords 
 Helpdesk = biggest threat to password security 

o Involves humans 
 The Password Meta Policy (demo) 

o Blogpost + code from @KluZZ 
• http://securitynirvana.blogspot.no/2010/02/password-
meta-policy.html 



Guarding your usernames 
What we need: 
 URL 
 Username 
 Password 

Easy to get: 
 «Hi, I forgot....» 
 «Hi, I forgot...» 
 Uhm.... 



What exactly is a «passphrase»? 
 No unified definition (?) 

oDo we need one? 
• It helps us understand what we are searching for... 

o Can it be done? 
• Simplified chinese anyone? 



Windows Picture Password 
Nice idea, high usability, but? 



UPEK / Windows 8 
 Elcomsoft discovers Upek stores encrypted 
passwords 

 Adam Caudill / Brandon Wilson does RE & 
PoC 

 Passcape comment to my blog: 



About @mat 
(Basically it scared me shitless) 



Some ideas: 
 Password generators vs Checkers 
 Alexa top 100: maxlen & Unicode 6 support? 
 People/site/service password profiling 
 Rate-limiting algorithms – also physical 
 Cross-site «magic question» analysis 
 RL Win8 picture password patterns 
 



My big (picture) password 
A few personal words at the end. 



Want more work? 
Per Thorsheim 
securitynirvana.blogspot.com 
@thorsheim 


