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LINKEDIN: PASS PHRASES

BAD PASS PHRASES FOUND ON LINKEDIN

There is no fate but what we make

jYou'll never walk alone

The light shines in the darkness
In the beginning was the Word
Truth sets you free

jesus chrysler supercar

save the cheerleader save the world

LINKEDIN: POP COLORS

TOP COLORS USED IN LINKEDIN PASSWORDS

Other used pass phrases:

look at my horse my horse is amazing
from genesis to revelations

happy healthy wealthy and wise

give me liberty or give me death

chi va piano va sano e va lontano
east of the sun west of the moon
every cloud has a silver line

Yo no quiero volver me tan loco

elvis has left the building

big trouble in little china
what the f*ck is happening
forever blowing bubbles
work smarter not harder
you are my sunshine <3

| need a vacation

you get what you give
crisscross applesauce
everything is destined

Informatise & sissstes by: 1dogrophic & 60s by
Per Thorsheim & Tom Kestion Teersen
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* Numbers = unique user passwords

= Can this be connected
to linkedin?
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Securi’c\j Usabili

iPad

71 % W3

CPH Wireless Internet

Home About CPH Advantage Help & Support Departures

Kobenhavns Lufthavne [PH

GET ONLINE

SELECT YOUR METHOD BELOW

LOG ON TO FREE WIFI WITH CPH ADVANTAGE

E-MAIL ADDRESS: PASSWORD:

SIGN UP FOR A MEMBERSHIP
AND GET FREE WI-FI

We may not provide you with a mobile office - butit's close. We're here to
spoil you like never before.

Sign up now »

LOG ON THROUGH LOCAL PARTNER

PARTNER: Local
B | agree with the terms
LOGIN

USER NAME:

PASSWORD:

PAID ACCESS

Pay onlina and surl Instantly

visall & i 5

GO TO PAYMENT



PINs from the real wWorld

(Somevthere not imvorl:an‘t) Stansted airport, London, UK
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Hea‘\:mawinj %\

' Phusical Access
'Phone Corzrol Sustemn

RockYou 7/ iPhone data fra \\H:P.'/ / www.c,l.cam.ac.uk/NSCESZ/ (ToSe‘;\\ Ronneav ++, Ur\'wers'd:j of Cambridje)

’rr\j the @KILLLZ version at Nww.radic.al.orj/ ‘)'lr\ma? (.c,l'len‘lrs'lde.‘)



HowW did \jou...?

Social enjlr\eer'lnj #FTW



(Abus’mj) Password His’corj

Masj be bad for You.



?ass?kraSes H=Z

Multi-word passphrases not all that Linguistic properties of multi-word passphrases
secure, says Cambridge University

ph Bonneau, Ekaterina Shutova
Jointh
mputer Laboratory
University of Cambridge
{jcb82,es407}@cl. cam.ac.uk
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COMMON WORDS

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED

'Pass?kr%es H=Z

~28 BITS OF ENTROPY

[mimm]
ooono =

2= 3 Dvs AT
1000 GUESSES /sec

(MWBLEWMRMEEME

B SERVICE, YES, CRACKING A ST0UEN

mwummmanmmmmm
AVERSGE USER, SHOULD RORRY ABOUT.)

DIFFIcOLTY To GUESS:

~ Y44 BITS OF ENTROPY
1 IO0OpOoooo

1600 GuEsscsfssc

DIFFICOLTY To GUESS:
HARD

WAS IT TROMBONE? NG,
TROUBADOR. AND ONE OF
THE Os WAS A ZERDT

\
AND THERE WAS
SOME SYMBOL...

Tuesday, August 16, 2011

A

DIFFICULTY To REMEMBER:

Why the fuck a

DIFFICULTY T© REMEMBER:
YOUVE ALREADY
MEMORIZED T

Therefare, any content below can only be pedantic

EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS,




Password ?ollc\j lnsant

NorS1S Nettvett

store r, tall og spesialtegn
et pa flere tjenester
nyttet til personlig informasjon
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gjelder alle sprak)
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Headshot passwiord ?ro{'—il'm5

Winner! female redheads Losers: male «Unix Guru»
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Evolution of Practices

Next f\)rad:ice?

Rest Practice

Good Practice

Current Practice

Bad Pratice
Old Practice



Rest ?rac’cice = «Re C_om?lian{'»

= PO-DSS ?assword reiuiremenfsf
o Minlen 7
O A'l?\\anumeric,
® C_\-\ar\je eVerj 10 da\js
o Auditors not willir\j Yo discuss tradeotts

» «We're compliant» ectuals CRAP?



A‘Wlieo\ Risk A'naljsls

(You *reallj* should crack jour \aasswords.‘)



?rof—ilir\j ?eo?le/ Passwords

. S?ecial(lorc,es.c,om
® éuns & ammo, male audience, «male» ?asswords
8 Hemmeliacom [no sex/escort forum)

o Male fermmale LSernames & ?asswords

O Heavj use of sexval words, foul lar\juaje

" (an We im?roVe Hhis sort of «?ro(:llinj»?



S\j&l’em Lenerated Passwords

= Hel?desk = E'tﬁes’c threat +o ?assword Sec,urH:\j

O Involves humans

' The Password Meta Policu (demo)

O Blosvos'\: + code from @KILLZL

. \\‘H:?.'/ /securi nirvana.\al035?0‘t.r\o/ 20lo/02/ Vassword—
me{:a—?ollc_\j.k |



4uardinj jour vsernames

What we need:
= URL
» Username

= Passwiord

Eas‘j to je{'.'
v «Hy, | (:orﬁot...»

v «Hi, | @orﬁo’c...»
v Uhm....



What exac’clsj S 2 «Vass?\\raSe»7

" No unified definttion ()

0 Do We need one7

e kelys uS unders’cand wWhat We are Searc_kln3 for...

oCan it be dor\e
Slm?ll‘c'led chinese amjone?



Per Thorsheim
p

I Switch to password |

| Start Over |

Windows Picture Password
Nice idea, Wigh usalouvnj, bot?



UPEK / Windows 8

" Elcomsoft discovers U?e\( stores enc,rjﬁted
?asswords

» Adaen Caudill / Brandon Wilson does RE &
VYol

= ?aSScape comment to mwj \9[03.‘

1 Anonymous October 2, 201 P
Windows @ picture password (as well as pin) is just a toy with lack of secunty. Here's explained why

http:/fwww_passcape.com/index php?section=blog&cmd=details&id=27



About @nat

(Basicallj it scared me Shitless)



Some ideas:

" Password aenerators vs (heckers

" Alexa top 00: maxlen & Unicode 6 Su??or{:.?
" ?eo?le/ site/ service ?assword ?ro(:ilinj

o Ra’ce-limi’cinj abori{'\\ms — also ?\\jsic.al

" Cross—site «majlc, 1ue$ﬁor\» analsjsis

» KL Win8 plcture ?assword patterns



Mj \oij (.?ic\:ure) ?assword

A fow personal wWords at the end.



Want more wor\(?

@ Per Thorsheim

@ Sec,uribjnirvana.\DIOjS?o’c.c,om
. (@thorsheim



