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Disclaimer

* | am here representing neither my
(professional) work nor my employer.



Me, Myself And |

wikipedia-wordlist-sraveau-20090325.txt.bz2
http://blog.sebastien.raveau.name/

ldling on IRC, notably as @Kryczek in
Freenode’s ##fsecurity and EFNet’s #asm

Occasional contributions to OSS: TCPdump,
TCPslice, Metasploit, BackTrack, Squid,
OpenVPN, lodine, PingTunnel, Debian Live,
MPlayer, KHTML, maybe others


http://blog.sebastien.raveau.name/

http://twitter.com/sraveau

HACKER

Q0000 000 000 00 0000
evil data

REGULAR USER

This is where the hacking happens,
someone uses telnet to metasploit the
RPC service using overflow bytes and
bad passwords to connect the buffer



In terms of authentication, are we
really going in the right direction?



So-called strong password policies

can do more harm than good
@ .

{; i https)//secure.dvlaregistrations.direct.gov.uk/SOM/pageflows/dvla/som/bxn/login
Rules for your password:
B Must be between 8 and 12 characters long.
B Must contain at least 1 alpha character (a-zA-Z).
B Must contain at least 1 numeric character (0-9).
B Cannot contain the word 'password'.
B Must not be the same as your user id.
B Must not contain 3 or more consecutively repeating characters (eg. aaa or 444).

B Can also contain the following characters: @ % & _ -+ = ()

* Can’t use my usual per-domain password
generation scheme; can’t use something |
would remember like lol@drivingontheleft

e Ok Passwordl won’t work but LetMeln1 will



A funny? joke on the Internet

During an audit it was found
that a blonde was using the
following password:
MickeyMinniePlutoHueyLoui
eDeweyDonaldGoofySacra
mento

When asked why she had
such a long password she
rolled her eyes and said:
“Hello! It has to be at least 8
characters long and include
at least one capital.”



The UIO portal

A password must be at least 8 characters long and
contain characters from at least 3 of the numbers,
lowercase, uppercase & special categories

A password must not contain @, @ or a; contain words
found in a dictionary or resemble one of your previous
set password

“Bad password: For a password to be valid the first 8
characters must be from at least three of these four
character groups: Uppercase letters, lowercase letters,
numbers and special characters.”

“Changes will be applied within 4 hours.”



Password expiry policies
can do more harm than good

* As people run out of personal passwords they
resort to much less confidential information
like December2012 or LatitudeE6410

* Requiring people to change their password
frequently on several different systems pushes
them to use the same one everywhere

* When people start struggling to remember
they start writing passwords down



...0N post-its

(on the monitor, under the keyboard, under the phone,
under the mouse-pad, under the desk, in a drawer, etc)



...in notebooks and now dedicated
password organizers




...on the wall for everyone to see
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..wall (Interview? No problem!)
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..wall (Photo shoot? No problem!)
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...on disk or worse: in shared folders

with read & write access for everyone
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Dropping these requirements does not
make for good passwords either
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Conflict of interest:
the human brain
cannot be used as
reliable storage
(yet?) so most if

not all people
prefer to have to
remember only
onhe password and
one that is as
simple as possible




Human nature

* When asked to choose a password people
tend to look around

* Brands in the field of vision and other names
in the news/culture seem very inspiring

* Most if not all password filters have absolutely
no problem with non-dictionary words that
could easily be guessed like Alienware,
Blink182, Numb3rs, 30Rock, Left4Dead, etc



Solution?

 We need a wordlist of every brand, every
name, every word in any language ever

* The Internet might contain all of those
(anyone here working at Google?) but with
reasonable resources the contents of the
Wikimedia websites: Wikipedia, Wikibooks,
Wikinews, Wikiquote, Wikisource, Wikiversity
and Wiktionary is a good start



Problem #1: Burmese
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Problem #1: Chinese, Classical
Chinese, Simplified Chinese,

Gan, Wu and Cantonese
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Problem #1: Dzongkha
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Problem #1: Japanese
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Problem #1: Korean
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Problem #1: Lao
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Problem #1: Thai

asna) [ufi]

U A, 1802 1ause laaiuad wwuanuiaiduy wafiva 10 unulwnithiazidsanamuasedaanilivis idaiunemafsaunnla

mmmuuq[”] urtdazansuly auydsuildanld s ldaumasaifiz: dedauiuunlunsnssin A smansalidudu 51094

USunuwnasiwtadinnluunum AT ewilaunildasuin lﬁmnﬁmnﬁnq Aunilitasmadunduaalanindu uananduiildauasiuia il

AR TRAUTY AR ‘.i"luﬁﬁﬂtlllpﬁlﬂtﬁ'l'lﬂ..lﬂ fuANTAN LA I..I'l"II.LIHI"I AranuuInIuIiuszasulfT A nuEaInaTILA "i"l»ﬁﬂ'ﬁlilﬂﬂ'ﬁlﬂu[lg]

flagtfutningmasfauluniidahivdumuaseftagldlfifsanane s faafodu wdiulirenudniuamiaseRlEdusauan
177

aiyldnfuad nsdudavadmnaszflus vuasu:Waduinudsluannssuunisiadaafanuuidiay nanAadnavugsunaz ity
TulainAfiusuanuidasanandwarasusa llun e A aluawwyudssnavdmaianaansianuduaunaiaunaiinduaz
paaszafl19] Tudldddawllusneaadssidmiandszuuada: nezuunsaauuuibinldtuauduiiulany sudnulaziusuRliuSane

wadnisumnuauldvuauiauinwa duszanuisnfaninnduriumansaTlun e iaduaaasewluss azSusy usaldun ey
fudliiiansnadaam AT RiuLR: nauf T ruRdny

AILASI WS i dufiaglugwfithatinluunuamaasizfidas onuseTiunelnSifanantuanldaunsnudiiuld Judinalaas
saumaindlfadefitaiu wiugnaawaanuiwdniutian! 2] Sonludrutduiianuhuadvasunnfivll uaznisnszanudvas
aAsE s usduinliudun Tz uanaanunn 2] yasldausauddwiiuae sredfidvuialnngiiaane vananildafa
wanisaihlaanivdeu AaludauduiaTaasasmmgiaud MldiAan ssuniunisiadeufivasianurafunas Fawnduduludadnag
Thaswils ﬂwumnWH?Hiwmmﬁﬂwﬁ’ummqﬁ’auﬁﬁiﬁﬂq%ﬁu'ﬁ'aumnmu vATImIngRauifraaudinlndreTaasiulu tianns

ATEAUMATIRN U uLDuManuaz i IdnIn g sufinauEduin Sunndeiu22]

TuamSudurassuvae: aarefliasdniswasuazataludiunie Mlksedusenaunmeludauuansedandafeudu
WA SanuAfaiuuad@udaiun suun s asuulalaganinlunissaidiaeaann i uasin i aumaunsiiunie agralsif e
nsUsvadinnasfinauiiadn Jufstanailuniwasuazaneinauitadu adafsuduianilveniun wu anwesied) uas
Auanaelus1 4,500 Fudiiudy doiuiunamarufuduiusng ﬂaw_ﬂnwn'aﬁi[ﬁ] Tuifaudaniay A.A. 2007 daasAnweanunialy
anniuiefuaua$ndnfiidadd s nanaseiiian 4 oad kansAnedinfufaduiiefuarenahimeludaiudiuilusnvas

nsinilaszuuasy: Famnaszmiaviug Tuununan Avnazildwdsludafiuasu 24



Problem #1: Tibetan
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Problem #1

 Some languages do not separate between
words; they either separate between
sentences or just when they feel like it

* |n others it is highly context sensitive, a
“guessing game” to put it in the words of
Microsoft (see Word Breaking Japanese Is
Hard on MSDN Blogs)

 Wikimedia sites in those languages have been
left out, for the moment at least



Problem #2: XML

Wikimedia stopped producing HTML dumps

Apparently all XPath engines (or at least xsltproc
and everything based on LibXML2) load the full
XML document in RAM before applying filters

Good luck extracting <title> and <text> from the
42GB enwiki-latest-pages-articles.xml with that ©

Had to write my own XML parser and converter
of XML entities (&amp; &apos; &gt; &lt; &quot;)



Problem #3: wiki syntax

There is no complete, accurate and up-to-date
specification; the best is apparently to just
read the 20kLOC parser source

Most if not all alternative parsers are
understandably broken or incomplete

lgnore everything between [], {} & <> and
hope for the best? Still not sufficient ®

Curse people who publish incorrect syntax



Problem #4: HTML

e HTML5S has 2125 entities like &eacute; for e

* People can also directly specify decimal or
nexadecimal code points for any Unicode
character e.g. using &#201; or &#xc9; for é

* Apparently it is quite common for people to
forget parts of URLs so if you are not careful
then server.domain.tld?lotsofcrap&somemore
is split into words and stored in the wordlist




Problem #5: Unicode

* Looking for alphabetic and numeric characters is
not sufficient, you have to include non-spacing
marks, combining mark and enclosing marks that
some languages use for example to merge letters

* Discretionary hyphens (Oxc2ad or &shy; or
&#173; or &#xad;) are sometimes used inside
words as hints for line breaks; if you make the
mistake of treating them like regular hyphens
you’ll end up breaking those words into pieces



Problem #6: junk

* Some people think Wikipedia needs words like
TROLLOLLOLLTROLLOLLOLLTROLLOLLOLLTROLLOL

' OLLTROLLOLLOLLTROLLOLLOLLTROLLOLLOLLTROL
| OLLOLLTROLLOLLOLLTROLLOLLOLLTROLLOLLOLLT
ROLLOLLOLLTROLLOLLOLLTROLLOLLOLL anc
CECrrrrr e e e e rrrrrrrrrrrrrrrrrrrrrrrrrrerer
CECrrrrr e e e e rrrrrrrrrrrrrrrrrrrrrrrrrrerer
CECrrrrr e e e e rrrrrrrrrrrrrrrrrrrrrrererer
CECrrrrrrr e e e rrrrrrrrrrrrrrrrrrrrrrrrrrererer
CECrrrrr e e e e rrrrrrrrrrrrrrrrrrrrrrrrererer
CECrrrrrrrrrrrrrrrrrrrrrrrrrererererererr

problem?



Problem #6: junk

 So are these words or not?
— Rrrrrrr
— Llanfairpwllgwyngyllgogerychwyrndrobwllllantysili
ogogogoch

— Taumatawhakatangihangakoauauotamateaturi-
pukakapikimaungahoronukupokaiwhenua-
kitanatahu

— Vvttpckeckuoaebdvisackeckuoaebdckeckuoaebdac
keckuoaebdyackeckuoaebdvvttmzhckeckuoaebda
ckeckuoaebdyackeckuoaebdpvvttneilegelir




Rrrrrrr is the title of a (bad) movie
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Llanfair[...] is a city in Wales

@ amna

Way Out
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Problem #6: junk

* Real passwords like
overbuljongterningpakkmesterassistent (used
by one of Per Thorsheim’s colleagues ©) are
present less than 200 times in Wikipedia

* Only words present just once have been
filtered out, and then again this means
ignoring some real words in smaller wikis



Anyway! What do we get?

* wikipedia-wordlist-sraveau-20090325.txt.bz2
— 213MB
— 58 427 178 sequences of alphabetic characters
— Lots and lots of junk

e wikipedia-wordlist-sraveau-20121203.7z
— /4MB

— 28 304 682 sequences of alphanumeric characters
— Much, much better quality



Even more fun!

| am half-French
| am half-Croatian
| have a British keyboard

* You can now try to guess
my Wi-Fi password more
efficiently with

extract —wpa
--keymap gb
masks/fr.bits
masks/hr.bits
wordlist.tree




Some measures

English Wikimedia sites 3482 003
German Wikimedia sites 3 536 650
French Wikimedia sites 1737776

Norwegian Wikimedia sites 782 606



Even more security!

‘ * With data from
November 2012 the
wordlist now features
all new passwords like
justinbieber,
iloveyoujustinbieber,
bieberonomy and
bieberquake whatever
that means




If you can’t wait

http://dl.free.fr/obl0I8eGE

In the input field below Recopiez « SomeWord
» ci-dessous retype SomeWord

Click Valider et télecharger le fichier
MD5 =423bbb889ea38f0871c21d97a32d7e79
I'll provide links on Twitter and blog later


http://dl.free.fr/ob10I8eGE
http://dl.free.fr/ob10I8eGE

But is that really good?

 The wordlist will never be complete

e Secure passwords are leaked just as well
— Typed in the wrong form field
— Stored in the shell history
— Visible in the list of processes
— Automatically remembered
— Distributed in an insecure manner



Can you expect people to make sure

that every time they enter a password

No person or camera can see
No microphone, laser or antenna can hear

No hardware between the keyboard and the
computer, inside the keyboard or inside the
computer is recording the keystrokes

No software inside the computer, inside the
server or in-between is recording passwords

Smudges and fingerprints aren’t giving it away



Probably not

* Ok, maybe you do not have to worry about such
“advanced persistent threats”

* But then can we all agree to stop calling password
authentication a security feature and instead
refer to it as a convenience when used alone and
as a small extra when used in multi-factor
authentication?

* Otherwise many people will continue to believe a
password prompt makes them perfectly safe



Questions? ©



Sentences with Wikipedia?




Sentences with Wikipedia?

5 brmner
A S b 4
hjarta ar
/ var
new most v
hamn
first \X his L. = skall
mitt 4
\A
A N ;\ "
city «+— the - 5 * v oc syftar
A and <+ iy
~

same
/ l \ullmann
rc:m ney

g ,/ L \ |

said had
Iocated



Alternatives?




Alternatives?

PASSWORD ACAUIRED




Alternatives?




